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Abstract

Cyber security has been a severe problem for states, enterprises, and individuals. Both researchers
and engineers are facing a lot of public challenges in practice, such as cloud, CDN, high speed
network, encryption, massive data and the fugitiveness of network behavior. In this talk, the speaker
will introduce how to tackle some typical issues to support security analysis and applications from
the perspective of network behavior. For instance, He will show how to measurement SSL/TLS and
HTTP, and then find malicious behaviors through certificate mining, mismatch behavior and
machine learning. The talk contains four works, namely SSL measurement and its security
applications, encrypted traffic classification, HTTP measurement and malware propagation
discovery, and protocol mimicry and evasion detection.
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